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1
Decision/action requested

This contribution proposes to add a new key issue paging Cause protection in the multi-USIM scenario.
2
References

[1]
3GPP TR 23.761
Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM); (Release 17)
[2]


3
Rationale

According to the solution#1 in the 3GPP TS 23.761 [1], based on the Paging Cause and the service preferences configured by the user or a pre-configured logic specific to the Multi-USIM device (and out of 3GPP scope), the Multi-USIM device that is actively engaged in communication associated with another USIM can decide whether to present the mobile terminated service that triggered the paging to the user. An Editor's note specified as follow:
Editor's note:
Whether exposing the Paging Cause in clear poses as security issue will be determined by SA WG3.
Currently, the paging message is not protected. If the Paging Cause exposed in clear, the paging cause of a USIM (CM_IDLE or RRC_Inactive state) may be tampered by an attacker, this USIM may incorrectly respond to the paging request. As a result, another USIM that has on-going services is disconnected from the network, causing DoS attacks.
In order to prevent potential attacks, 5GS should support paging cause protection mechanism.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

5.X
Key issue #X: Paging Cause protection 

5.X.1
Key issue details 

According to the solution#1 in the 3GPP TR 23.761 [1], the Paging Cause and the service preferences are configured by the user or a pre-configured logic specific to the Multi-USIM device (and out of 3GPP scope). An Editor's note are captured as follow:

“Editor's note:
Whether exposing the Paging Cause in clear poses as security issue will be determined by SA WG3.”
If the Paging Cause exposed in clear, the paging cause may be tampered by an attacker, which may cause potential attacks. 

This KI is to further study how to protect the paging cause in the scenario of Multi-USIM.
5.X.2
Threats

Currently, the paging message is not protected. If the Paging Cause exposed in clear, the paging cause of a USIM (CM_IDLE or RRC_Inactive state) may be tampered by an attacker, this USIM may incorrectly respond to the paging request. As a result, another USIM that has on-going services is disconnected from the network, causing DoS attacks.
5.X.3
Potential security requirements 

5GS shall support paging cause protection mechanism in the scenario of Multi-USIM.
*************** End of the 1st change ****************

